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Pentestit

UHPOPMALMOHHAA 6€30MaCHOCTb

Yciyru u peuieHus
- AynyuT 6e30MaCHOCTH Y pacciejOBaHUE KMOep-NpeCcTYIlJIEHUH;
- Web Application Firewall, Security Operation Center;

- [IporpaMmmbl npodeccuoHalIbHOM MOATOTOBKH.
HekoMMepuecKasa AeATeJIbHOCTb

- JJabopaTopru TeCTUPOBAaHUSA HAa MPOHUKHOBEHUH «Test laby;

- TemaTuyeckuut Ub-oJ10r - Defcon.ru.

http://www.devconf.ru



Tpunana Ub

JlOCTYITHOCTB
KoHpugeHIIMaIbHOCTb
lles1oCTHOCTB

http://www.devconf.ru



KOMIIOHEeHTBI

Linux
iptables
Nginx + WAF
OSSEC + FailZ2ban +SIEM

http://www.devconf.ru



HdocrynHocTtb (Dos\DDoS)

ATtaku Ha OC
ATaku Ha KaHaJl
ATaKy Ha BEO-IIPUJIOKEHUE

http://www.devconf.ru
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Intel(R) Xeon(R) ... / ~16 GB

## Kernel panic reboot net.netfilter.nf_conntrack tcp_timeout _close = 10 net.ipv4.udp_wmem_min = 16384
kernel.panic = 10 net.netfilter.nf_conntrack tcp_timeout close wait = net.ipv4.tcp_max_tw_buckets = 1440000
10 net.ipv4.tcp_tw_recycle=0
## Memory optimization net.netfilter.nf_conntrack_tcp_timeout_fin_wait=20 net.ipv4.tcp_tw_reuse =1
kernel.shmmax = 8380211200 net.netfilter.nf_conntrack_tcp_timeout_last_ack = 20 net.ipv4.tcp_max_orphans = 400000
kernel.shmall = 2045950 net.netfilter.nf_conntrack_tcp_timeout_syn_recv = 20 net.ipv4.tcp_window_scaling = 1
net.netfilter.nf_conntrack_tcp_timeout_syn_sent = 20 net.ipv4.tcp_rfc1337 =1
## MSG limits net.netfilter.nf_conntrack_tcp_timeout_time_wait= net.ipv4.tcp_syncookies = 1
kernel.msgmnb = 65536 10 net.ipv4.tcp_synack_retries =1
kernel.msgmax = 65536 net.ipv4.tcp_syn_retries = 2
net.ipv4.tcp_congestion_control = hybla net.ipv4.tcp_max_syn_backlog = 16384
## Swap net.ipv4.tcp_timestamps =1
vm.swappiness=10 net.ipv4.tcp_slow_start_after_idle=0 net.ipva.tcp_sack=1
vm.dirty_ratio = 40 net.ipv4.ip_local_port_range = 1024 65000 net.ipva.tcp_fack=1
vm.dirty_background_ratio=5 net.ipv4.ip_no_pmtu_disc=1 net.ipv4.tcp_ecn=2
net.ipv4.route.flush=1 net.ipv4.tcp_fin_timeout= 10
## Too many open files fix net.ipv4.route.max_size = 8048576 net.ipv4.tcp_keepalive_time = 600
fs.file-max = 2097152 net.ipv4.icmp_echo_ignore_broadcasts = 1 net.ipv4.tcp_keepalive_intvl = 60
net.ipv4.icmp_ignore_bogus_error_responses=1  net.ipv4.tcp_keepalive_probes = 10
## Net optimization net.ipv4.tcp_mem = 65536 131072 262144 net.ipv4.tcp_no_metrics_save =1
net.core.somaxconn = 65535 net.ipv4.udp_mem = 65536 131072 262144
net.ipv4.conf.all.accept_redirects = 0
net.netfilter.nf_conntrack_max = 10000000 net.ipv4.tcp_rmem = 4096 87380 33554432 net.ipv4.conf.all.send_redirects =0
net.netfilter.nf_conntrack_tcp_loose = 0 net.ipv4.udp_rmem_min = 16384 net.ipv4.conf.all.accept_source_route = 0
net.netfilter.nf_conntrack _tcp_timeout_established = net.ipv4.conf.all.rp_filter =1
1800 net.ipv4.tcp_wmem = 4096 87380 33554432
http://www.devconf.ru



iptables

-A INPUT -1 ethO -p tcp —syn -m multiport --dports 80,443 -m
connlimit --connlimit-above 25 --connlimit-mask 32 -} DROP

-A INPUT -i ethO -p tcp -m multiport —dports 80,443 - ACCEPT

http://www.devconf.ru
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[HenocTrHOoCTh\ KOHUAEHIIMA/IBHOCTDh

ATtaku Ha OC
ATaku Ha KaHaJl
ATaKy Ha BEO-IIPUJIOKEHUE

http://www.devconf.ru
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I[TOTO3PHUTEJIBHAH AKTHBHOCTD
OOCTYII 3ATIPEIITEH

c | |Q search

’
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' | Method | File | Domain | Type \ Transferred \ Size 0 ms
L] POST 298465547rN=9823492658page-url=https://defcon.ru/&w... @ mc.yandex.ru plain — 0KB —0ms
[ ] POST  298465547rn=261863254&page-url=https://defcon.ruf&w... & mcyandex.ru plain — 0KB —0ms
W 403 GET [s="+or+1=1+— & defcon.ru html 1,04 KB 0KB B -170ms

GET [1s="+or+1=1+— defcon.ru

@ 200 GET 29846554?rn=082349265&page-url=https://defcon.ru/... @ mcyandex.ru gif 0,04KB 0KB - 721 ms
@ 200 GET 29846554?rn=261863254&page-url=https://defcon.ru/... @ mcyandex.ru gif 0,04 KB 0KB W - 495 ms
@ 200 GET ess?family=Lato:100 @ fonts.googleapis.com €55 0,31KB 0KB I-134ms
@ 200 GET shark403.png & defcon.ru png 108,77 KB 0KB [ - 878 ms
o 200 GET GERKRNTnriog82CjKnEBOQ.woff2 & fonts.gstatic.com woff2 cached 0KB
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http://www.devconf.ru
-

New Request Send Cancel
|GET | | https://defcon.ru/?s=%27+0r+1%3D1+- |

Query String:

s="#0r+1="1+

Request Headers:

Host: defcon.ru
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:45.0) Gecko/201001(
Accept: text/html,application/xhtml+xmlapplication/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://defcon.ruf

Cookie: PHPSESSID=5jv88296kgpokl2dhsrieznvg0; _ym_uid=146047266388¢
Connection: keep-alive

¥

Request Body:

@8 requests, 0KB, 0,42 s Clear




ATaKM CO CMeXHbIX\/OBEPEHHbIX Y3JI0B

DMZ (pivoting)
Shared hosting

http://www.devconf.ru
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IMYJIALMS aTaK U COOP AAHHBIX

Co3J1aBauTe KOIIHHU AJisl TECTOB
CobupanTe HHPOPMALMIO 00 aTaKax
AHa/IM3UPYHUTE JAaHHBIE

http://www.devconf.ru
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$logs =~
/coopaTts (,He/1b351|He /Ib3s,) pacnapCcuUTh/

He xBaTaeT npaBu «u3 KOPOOKU»?*

Kak MUHMMHU3HUPOBATh KOJHUYECTBO
COOBITHH, IIPU 3TOM He IIPOIYCTHUB BaXKHbIE?

Kak ObITB?

http://www.devconf.ru
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KoHTpOJIB

YTpo HaunHaeTcd ¢ SIEM

OnepaTHBHOE UHPOPMUPOBAHHE O
[IO403PHUTENbHOU aKTUBHOCTHU (SMS,
Telegram, E-mail)

http://www.devconf.ru
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Prewikka company Itd. Prelude console

Alerts on monday 13 june 2016 | Lt (11
Events 3x LogiT'l SESSI0n upéned. [sucoéeded)

6 x Nginx: limiting requests. (succeeded) 31171 13:54:59

10 x Mginx: limiting requests. (succeeded) 176.19 13:54:59

2 % Nginx: limiting requests. (succeeded) 46.242 13:54:55

5 x Nginx: limiting requests. (succeeded) 917829 13:54:55

F%ec.lestnle:(ec.(succeeded} fE .
X NgInX ermor message. (succeeded) 66.249 13:45:12

Request blocked. (succeeded) " . AT
T T e e o 66.249 13:36:35 - 2016-06-12 05:49:24
| ! ] 109.18 13:19:52 - 13:15:32
x Web server 500 error code (Internal Emror). (succeeded) 45.188 13:07:08 - 2016-06-12 13:05:36
Reguest blocked. (succeeded) iE7 2.
ﬁrror message. (succeeded) 1575 123711
Attempt to use mail server as relay (client host rejected). (succeeded) 9395 8 12:31:38

wendor-specific:Rule:3301, vendor-specific:Group:syslog, vendor-specific: Group:postiix, vendor-specific:Groupcspam)

(succeeded) - -
3 % Noinx error message. (succeeded) 95.24.18 12:30:15
ﬁ (succeeded) -1 L
« Nginx error message. (succeeded) 37.110 12:30:08
s 10017 12:2957

_
3 Nginx error message. (sﬁoceeded]
|_Hd-| [ ded)

3 % Nginx ermar message. (sﬁoceeded] ST
2x (succeeded) 195.15 1220029 - 12:20:27
Request blocked. (succeeded) 10 .
1 x Nginx error message. (succeeded) i el
Nginx error message. (succeeded) P y .
(wvendor-specific:Rule:31301, vendor-specific:Group:apache) 185.93 121328
6 x Receipent address must contain FQDN (504: Command parameter not implemented). (succeeded) 195.20 11:59:36 - 2016-06-12 11:56:12
equest blocked. (succeeded) 157 5 9139 _01-33-
4 x Nginx error message. (succeeded) 15755 1L2l:32 - 01:33:34
= ‘Web server 400 emor code. (succeeded) - e
w0 Frontend localiime ¥ {vendor-specific:Rule:31101, vendor-specific:Group:web, vendor-specific:Group:accesslog) sdls el
= [100{[ By time (dest ¥ 3 x Receipent address must contain FQDN (504: Command parameter not implemented). (succeeded) 111.24 10:30:09
1x (succeeded)
1x (succeeded) - 9337 g £
1 x Fail2ban: host already banned (succeeded) A IRRE = 2 S E T
13 x Web server 400 eror code. (succeeded)
Receipent ©55 Must C neter not implemented). (succeeded) 09:56:25
{wvendor-specific:Rule:330 dor-specific: Group sendor-specific:Group:spam) o
Receipent address must contain FQDN (504: Command parameter not implemented). (succeeded) 118.16 09:18:39

{vendor-specific:Rule:3305, vendor-specific:Group:syslog, vendor-specific: Group:p ., vendor-specific: Group:spam)

T”T”T”T 91.200

1. 141 (total:141) =

08:58:18 - 2016-06-11 17:20:38

http://www.devconf.ru
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CYBERATTACK WORLD MAP
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400
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pd PENTESTIT —

CYBERATTACK WORLD MAP
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CrangapTthl 6e3onacHocTu (PCI DSS etc)

YTo He pa3pellleHO — TO 3alpelleHo
YcTaHoBKa OOHOBJIEHU U
[leppoguyecku ayaiuT 6€3010aCHOCTHU
AHaJIU3 UCXOAHOI'0 KoJia

Web Application Firewall

http://www.devconf.ru
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TexHuyeckue NmoApPOOGHOCTH

OobecneyeHue 60€30MMACHOCTH calTa
https://defcon.ru/web-security /22 /

OGecneyeHue 6e€30MaCHOCTH CETEBOro NepuMeTpa ¢ ucnosib3oBanuem Snort, OSSEC u Prelude
SIEM
https://defcon.ru/network-security /484 /

3amuTa caira ot DDoS-aTak cpeacrBamu iptables u nginx

https://defcon.ru/web-security /2860 /

JlabopaTopuu TeCTUpPOBAHUS HA NPOHUKHOBeHH e «Test lab»

https://lab.pentestit.ru

http://www.devconf.ru
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p{ PENTESTIT

NMHO®OPMALUMNOHHAA BE3OINACHOCTD

info@pentestit.ru

http://www.devconf.ru



